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CS351 Intro & Syllabus
Introduction to Cybersecurity
“
This course will deliver a broad overview 
of cybersecurity, fundamental security 
concepts, as well as how they apply to 




Topics to be covered include:




▷ storage and file security
▷ operating-system security
▷ database security





Foundations of Computer Science
CS356
Introduction to Computer Networks
CS357
Fundamentals of Network Security
CS408
Cryptography and Internet Security
CS458
Technologies-Network Security
Course Content & Resources
▷ W. Stallings, L. Brown Computer Security: 
Principles and Practice
▷ Michael Goodrich and Roberto Tamassia: 
Introduction to Computer Security
▷ NIST reference materials
* more to be provided throughout the course when relevant 5
Meeting & Material Distribution 
▷ Synchronous Online Course 
○ Thursdays -- 6:00 PM - 8:50 PM
▷ Meeting via. Webex








▷ Class Participation & Attendance
5%

















▷ Assignments and submission 
dates will be provided 
throughout the semester
▷ Late submissions cannot be 




▷ Exams will be conducted online utilizing the 
Respondus LockDown Browser and 
RespondusMonitor software made available by NJIT






▷ Research cybersecurity news/events from 
the past week 
▷ Choose two items that are interesting/relevant 
▷ Prepare summaries/brief reviews of your chosen items to be 
presented to the class
▷ 2 students will present at the start of every class
▷ Students can volunteer to present the following class, otherwise 
presenters will be chosen at random one week in advance 
10
Threat Landscape Review
▷ The reviews do not have to be 
memorized/in PPT format
▷ Goal is to research an event relevant to Cybersecurity (this is 
inclusive of many types of news!) 
▷ Break down the details, describe why it’s important, understand 
impact to others, etc.
▷ Present/relay the information to the class 
*After being presented, TLRs should be uploaded to Canvas
11
Threat Landscape Review Sources
▷ Example sources:
○ https://thehackernews.com/○ https://www.bleepingcomputer.com/news/security/○ https://www.zdnet.com/topic/security/○ https://krebsonsecurity.com/
▷ Make sure to include all referenced sources
▷ News sites typically cite back to an article published by security researchers
○ It is a good idea to also read through the original research (if applicable)
▷ If multiple articles cover the same event, compare them to verify the information (or 
find the original source, if one exists)
○ Choose the article you feel most clearly/wholly covers the news item 12
Why do we care about security?
13
Why do we care about security?
https://www.varonis.com/blog/cybersecurity-statistics/
14




There is a natural tendency on the part of users 
and system managers to perceive little benefit from 
security investment until a security failure occurs.
Academic Integrity




▷ Please refer to the above code for information regarding 
infractions of academic integrity and penalties for violations.
▷ All work that you represent as your own must, in fact, be your 
own. Work done by others must be given proper credit.
17
Hacking & Ethics
(d) Hacking - using technical knowledge to overcome a problem
This benign definition of hacking becomes malevolent when it 
is applied towards damaging/gaining access to the 
information or systems belonging to someone else without 
the explicit permission do so.
▷ Examples of Federal Hacking Laws:
https://criminal.findlaw.com/criminal-charges/hacking-laws-and-punishments.html
▷ Circumstances under which actions are considered legal and illegal:
https://www.bridewellconsulting.com/when-is-hacking-illegal-and-legal
18
You will be notified of any content and date changes 
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Questions ?
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